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= A brief overview of an Internet-technology based (IETF Promoted)
Network architecture for Low-power multi-hop wireless loT
network

— An insight into the considered network architecture

— IEEE 82.15.4 standards family " HTTP COAP MOTT,
— Some prerequisites on IPv6 i Websocket, etc.
— 6LowPAN [ UDP, TCP (Security
— RPL routing protocol TES/DILS) b
IPv6, RPL
E 6LoWPAN

IEEE 802.15.4 MAC
IEEE 802.15.4 ]

The architecture applies to major loT network [
technologies, including : BLE, BacNet ,Z-Wave,
PLC, NB-loT, LoraWAN, DECT, Visible light communications
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industrial

applications

utility

networks

Object-Oriented - Tunneling to other
Communication technologies

Command oriented (HART) -
Data Fragmentation/Reassemble

Connectionless Unacknowledged
Services - UDP Extension over Ipv6 with
Data Integrity and Additional Security

Transactions with or
Without Acknowledgement

Fragmentation/Reassembly of Data - High
Level Routing (Backbone) 6loWPAN

Mesh Topology - Self-Healing -
Graph and Source Routing

Frequency Hopping (3 types)-TDMA -Slots:
(10/12ms) - Routing - Blacklist channels

Frequency Hopping (1 types)-TDMA-
Slots (10ms) - Blacklist channels

IEEE 802.15.4 radios - 2.4GHz -
600m - 0 dBm/10 dBm Tx

IEEE 802.15.4 radios - 2.4GHz -
600m - 0 dBm/10 dBm Tx




EE 82.15.4 standards family

* Follows the IEEE reference architecture: covers PHY & MAC layer
« Many physical layers

« 3 working frequency bands

— One channel of 600 KHz bandwidth on 868-868,6MHz : physical rate of 20 kbps
— 10 channels of 1.2MHz bandwidth on 905-928 MHz : physical rate of 40 kbps
— 16 channels of 2MHz bandwidth on 2.4-2.485 GHz: physical rate of 250 kbps

* Alegacy MAC layer + an extension 802.15.4e (2012) for improved reliability and
reduced energy consumption

» Physical rate lower than 250kbps and a maximum MAC frame size of 127 bytes

11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

802.15.4

N
pws oo o 8 8 (ATANANARARAR)
915MHz < T AL
PHY o : 2Mhz ' 5 |:IZ
868.3 MHz 902 MHz 928 MHz %

802.11b/g/n
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= Asymmetric protocol with a star and mesh logical
organization/topology

 Asymmetric : different node roles (PAN coordinator, Router/Coordinator and
device)

» Logical organization : star & mesh

PAN coordinator

Router/ coordinator

device

= Two types of nodes

* Full Function Devices (FFD), which can operate as a PAN coordinator,
coordinator or device

*» Redueed Eynction.Devices (RED), which can only operate asadh
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» Medium access technique is

mono-channel : uses one channel at a time

 Asin 802.11, unicast transmissions are acknowledged

Scheduled and contention-based access scheme

Can work in beacon-mode or non-beacon mode

— Beacon mode : organizes channel access and transmissions according to a super-
frame structure

super-frame
Active period inactive period
©
D
o
£
i = Guaranteed
EContention access period (CAP); time-slot

(GTS)

— Transmissions are engaged upon the condition that the CAP, GTS slots and active
periods are not delayed
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= A Coordinator

 has a lot of associated devices

— It handles device association and assigns 16 bits short addresses to devices
(802.15.4 nodes have hard-coded EUI-64 addresses)

* |In beacon mode, transmits regularly the beacon with the PAN ID and some

protocol parameters Device A coordinator
- Exchanges frames with its associated devices GTS packet request
« Exchanges with peer routers/coordinators ACK

= Scheduled Access

ON GTS request acceptance

« Based on some form of admission control _
Beacon (.. GTS descriptor(

 On acceptance, GTS allocated to a device on a reqular basis W
« GTS slots are either transmit or receive slots
Beacon (.. GTS descriptor(

- Explicit de-allocation triggered by the device or the coordinator W’)
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= Slotted-CSMA/CA in the Contention Access Period (CAP)
« Time-slots are subdivided into smaller time slots : back-off periods time-slots

« CSMA/CA technique
— A transmitting device backs-off for a random period of time before transmitting :
Collision avoidance mechanism

» Controlled by three variables :

» NB : counts the number of successive back-offs (initialized at 0)
» CW : current contention Window (initialized at 2, has a different meaning than 802.11’s)

» BE : current backoff exponent (protocol parameter : macMinBE)
1. Waits for a Back-off delay r randomly drawn from [0, 25E-1]

2. At the next back-off period boundary, checks if the medium is idle
3. If so, it decrements CW and waits for the next back-off period boundary

4. If the medium is still idle, it transmits its frame

— If the medium is busy in step 2 and 4, NB ++, BE ++, CW=2 and, unless NB has
reached a threshold (macMaxCSMABackoffs (by defaul set to 5)), back to 1
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= Non beaconed mode

 No beacon => No time synchronization between the coordinator and its
associated devices

* The coordinator is always ON, devices may follow their own sleep schedule
 No scheduled (GTS grants) access

» Access is based on an unslotted CSMA/CA technique
— Carrier sensing is not synchronized with back-off period boundaries

« Transmissions are triggered by the devices : Device A coordinator
— To send data/control packets to the coordinator
Data Request
e Request
— To fetch packets destined to them following Atorni ACK
omic_
this procedure => transaction y
ACK
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= Frame format

Frame |Seq.| Dest. | Dest.| Src Src JAux. Security | Payload | FCS
Control| # |PANId|Addr. |PAN Id | Addr. Header

16b 8b 0/16b 0/16/64b  0/16b  0/16/64b 0/40/48/80/70b 16b

Frame | Security| Frame | Ack PANId |Rsvd|Dest. Addr.| Frame |Src. Addr.

Type | enabled | Pending | Reqd | Compression Mode |version|] mode
3b 1b 1b 1b 1b 3b 2b 2b 2b
{1

Lo0 | Deacon @d d Addr no pr

001 |Data an no present

01 |Reserved
10| 16-bit short address
11| 64-bit extended address

010 |Ack
011 |MAC Command
Other | Reserved
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) r WiE o | 802.15.4¢c Sub-GHz PHY for ]
IEEE 802.11 Wireless LAN 802.11a/b/g/n China

(WLAN) 302.11ah (sub-GHz) i i
IEEE 802.15 Personal Area 802.15.1 Bluetooth app"catlons

Network (PAN)

802.15.4f
- N PHY for RFID
IEEE 802.16 Wireless

Broadband Access
\. S 4 N
r D Networking
|EEE 802.22 Wireless “ /
Regional Area Networks ) ( o ] )
_— 80(2:';:{; lJ\{':is::Ig!c(iaolr_nEht 15.4m Study Group ]
L J TV White Space amendment

* The Time-Slotted Channel Hopping (TSCH) mode of IEEE 802.15.4
» Redesign of the 802.15.4 MAC layer with the following main features :

— Multichannel protocol with channel hopping => to improve performance and reliability

— Based on time synchronization : super-frame structure subdivided in time-slots =>
Energy efficiency
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= General behavior:

« Each node synchronizes to a slotted super-frame structure which repeats over
time : “slot frame”.

« A schedule is executed to spread node transmissions over time and channels,
i.e. cell ; Assigned on demand for data traffic and for some period.

» At each time-slot, the schedule indicates whether a node is sleeping (with the
transceiver switched off), transmitting or receiving

— the schedule indicates the neighbor(s) to transmit to or receive from and on which
channel offset it takes place

Slot frame Slot frame Slot frame
dedicated slots dedicated slots cell dedicated slots
X e R A
£, 3 5 .; > S
3 8 8 \ LI | 8
1| s | | 5
< < < <
© %) %) %)
0
time slot 1 2 3 0 1 2 3 0 1

0
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= General behavior : (continued)

 Example with a 5 time-slots frame structure and 6 channels

0

—_

— Dedicated vs o
shared time-slots o

Channel offset
- chOf -

— In case of collision
a simple back-off o G

Mechanism is used

a A wWwN

time slots -t-

A time slot allows the transmission RX starup|RXSTX TX frame TX—»RX
and the acknowledgment of a frame SenderB

« Radios are switched off whenever RX startup| RX frame RX—TX
. Receiver A
possible » %
® ® @ INSA de Toulouse ¢ 135, Avenue de Rangueil * 31077 Toulouse time slot , /
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Channel Hopping

* A channel offset does not imply that a transmission at a time slot is sticked to a

channel. The transmission during that time-slot in the next super-frame takes
place in another channel

— Gain : interference and multipath fading mitigation
« The channel that is used at a given time slot is derived as follows :

f=F ((ASN + ChannelOffset)mod nch)

— Absolute Slot Number (ASN) : (SuperFrameNumber * SuperframSize) + SlotPosition
— ng, - number of available channels

» In the ISM band, 16 channels are available. A subset may be used

— F : a table that maps numbers (0..ns,-1) et channel numbers, e.q. in 2.4 GHz band:
ISM 11 + channel offset

11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

I I I 1
ISM 2.4GHz
® ® @ INSA de Toulouse * 135, Avenue de Rangueil » 31077 Toulouse B
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Example of a transmission scheduled at time slot 3 on channel offset 1

! ! ! !

ASN =0 1 2 3 4 &5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27

15
:
=
<)
@
c
c
©
<
O 2
1
- ) ) B O
0
0o 1 2 3 4 5 6 0 1 2 3 4 5 6 0 1 2 3 4 5 6 0o 1 2 3 4 5 6
Slot frame A Slot frame i ) Slot frame i
Subsequent used
Transmission Ch 15 el Ch 22 mms) Ch13 — Ch 20

channels
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* Transmissions scheduling

* |s at the heart of the 802.15.4e MAC

Cell scheduling algorithm is not specified in the standard and instantiated
according to the considered use case

— Cell schedules can be computed at a central node, usually the Gateway node to the
Internet. Typically,

» Regularly, every node in the network updates its local topology (lists of neighbors) with its
traffic requirements

=> The manager builds the connectivity graph and following an ad-hoc algorithm assigns

cells to different links in the connectivity graph, then it distributes it to all nodes
> But,

» This can be hard especially if the traffic is changing and the topology dynamic
» Is challenging and costly to distribute to all node
— Or, in a distributed fashion, where nodes directly negotiate directly with their
neighbors which cells to use

» Overall increased network overhead, delay and energy and also leads less efficient
scheduling
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A brief survey of the TSCH mode of 802.15.4e

* Transmissions scheduling

(continued)

« Each node has a scheduling function, CoAP 6LoWPAN ND RPL
which is involved in the set-up and UDP ICMPV6
maintenance of the cells related to the —_
node e —re

6LoWPAN HC ¢, Sched. func. (MSF) ‘::

« 6Tisch Operational Protocol (6top/6P) K '“6;;;;;;) 2 —
handles the transactions needed by the —

. . . IEEE 802.15.4 TSCH MAC/PHY
scheduling function, notably cell addition
deletion, relocation, etc.
scheduling scheduling

MSF (Minimum Scheduling Function):
reactive and distributed scheduling
algorithm, which

— defines the bootstrapping process for a
node to join the network and

— mechanisms for each node to adapt to

traffic changes, routing changes, efc.
® ® @ INSA de Toulouse » 135, Avenue de Rangueil » 31077 Toulouse

function of A

function of B

6P ADD (nb_cells=2,cell_option=TX

Cells <

locked

Cells

cell-List={(1,3);(2,3);(3,5)} |

SF of B selects
(1,3) & (3,5)

6P RESP (nb_cells=2,cell_option=TX |Cells

assigned
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= Network build-up

» Classical approach based on node advertisements, join request/response and
appropriate resource allocations
® ® ©

 [llutrative example :
— 5 Channels, 7 time-slots super-frame Initialize slotframe
k ASN
structure network 0 0 |veramen Search for nefwork
— Centralized scheduling algorithm with 1le oin Reques
1 7 | JoinResponse |
node A as manager TSetLink(t=2,ch0=0 ~
2 1g JAdy, t=3,chO =1 RX{‘_
- fset Lifk(r=7, sRO= 2 - Search for network
3 2tiBoA) i
23 < Advertisment Advertisment >
~~
24 Join Request
?nj ° A_’ABL AL~ ~ 25 le Join Regﬁ<
Q Ego 1 ARX DT = [ BRX [ |, | .
20 ~ - 4 28 Join Response i
G 25 2 — |B—A Join Response
c .. 30 =
g 3 C—oBy _._. D —|Set Link(t=5, chO =3
9 ° 4 BoA C—B) .
QA5 35 > Set Link(t=5, chO =3
0 1 2 3 4 5 6 ~..37 C—B) >
time slot - t - ~1Set Link(t =6, chO =4
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* Network build-up (continued)

» Some nodes advertise the presence of the network via Enhanced Beacons (EB),
transmitted on the “min cell” also used for routing traffic

= A new node passively listens to randomly selected radio channels to identify its
neighbours (after EB reception)

» |t selects a preferred neighbour, which allows him to exchange with the Join
Registrar/Coordinator (JRC) to join the network

» The node is able to receive routing advertisement, choose its preferred route and ask via
6P the corresponding neighbour for cells that support its transmissions

» [t may also start, in turn, advertising the presence of the network
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 |[EEE 802.15.4 based standards and technologies aim at
developing low power, low data rate, and low cost wireless mesh
networks

* TSCH mode targets Industrial applications as it is designed for
reliable and deterministic access (without any collisions), while
enabling long radio sleep intervals to guarantee low power
operation
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= Main features

« Addressing :

— 128 bits address format with a lifetime
— Classless addressing with a network prefix length less than /64
— Many addresses from different types can be associated to a network interface

» Loopback

» Link-local

» Unique-Local
» Unique global
> etc.

« Address auto-configuration

— Link-Local en0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
. options=10b<RXCSUM,TXCSUM,VLAN HWTAGGING,AV>

— Unique-Local ether ¢8:2a:14:30:49:40
) inet6 fe80::ca2a:141f:fe30:4940%en0 prefixlen 64 scopeid 0x8

— Unique-Global inet 143.95.2.219 netmask Oxfffff800 broadcast 143.95.7.255

inet6 2001:667:6672:4:ca2a:141f:£fe30:4940 prefixlen 64 autoconf
nd6 options=1<PERFORMNUD>
media: autoselect (100baseTX <full-duplex>)

® ® ® INSA de Toulouse » 13t status: active
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* Main features (continued)

l Haost | | Router I

» |Pv6 Neighbor Discovery Protocol

Router Solicitation

. uter >
— Router Discovery Discovery Router Advertisement
— aim : Unique global automatic-
configuration, default route, etc. Neighbor Solciiation
-

— Periodic transmission of router- DAD

. . . P Neighbor Advertisement
advertisements + solicited by hosts

Neighbor Solicitation

v

Address
Resolution e Neighbor Advertisement

— Neighbor Discovery

— Duplicate Address Detection
— Address Resolution (No ARP)

e Minimum Maximum Transmit Unit
— 1280 bytes

INSA de Toulouse ¢ 135, Avenue de Rangueil » 31077 Toulouse

2000
© ©® ® 0O Tl : +33(0)5.61.55.95.13 » Fax : +33(0)5.61.55.95.00 » www.insa-toulouse.fr




TOULOUSE

- - @ INSTITUT NATIONAL
DES SCIENCES APPLIQUEES
rerequisites on irv
Université
de Toulouse

_—y
':' “INSA

IPv4 Header IPv6 Header

= Main features (continued) s (B T o] v i [
Fragment Next i
 |Pv6 Packet format oy, | fixn | ol PayloadLength |2 Hop Limit
TimetoLive Protocol  Header Checksum
Source Address
Source Address
Destination Address
Options Padding
— Extension headers
Ksow Destination Address

Field's name kept from IPv4 to IPv6
Field not kept in IPv6
Name and position changed in IPv6

............................................................ — New field in IPv6

E Ver Traffic Class Flow Label ! Table 1. IPv6 Extension Headers and their Recommended Order in a Packet
E Payload Length Hop Limit 40 Ociets Order Header Type Next Header Code
i Source IPv6 Address ) 1 Basic IPv6 Header -

E Destination IPv6 Address L v 2 Hop-by-Hop Options 0
Pw'oad ' 3 Destination Options (with Routing Options) | 60

B S TR 4 Routing Header 43
. PeckelwnExensonteadsr N “

E Ver Traffic Class Flow Label - 6 Authentication Header 51

: Payload Length ESRERNES |40 Octets 7 Encapsulation Security Payload Header | 50

E Source IPv6 Address 8 Destination Options 60

i Destination IPv6 Address r = 9 Mobility Header 135
:.I Extension Header 1 ‘ No next header 59
j Extension Header 2 E Upper Layer | TCP 6
Extension Header 3 : use Upper Layer | UDP 17
:' Payload .insa-toulouse.fr Unper Layer | 10MPYe 58

............................................................
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= 6LoWPAN aims at enabling: IPv6 over Low-power Wireless
Personal Area Networks

* Running standard internetworking protocol (i.e. IP) on Wireless Sensor Network

= |Pv6 features with UDP

technologies

= Low-power WPAN characteristics:

small packet sizes

support of addresses with different
lengths

low rate
star and mesh topologies (i.e. multi-hop)

battery supplied devices => long idle
periods where radios are turned off

large number of devices

limits on reachability over time
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IPv6 header is at least 40
bytes long / UDP : 8 bytes

IPv6 requires a min MTU of
1280 bytes

Neighbor Discovery
distributed needed for

address auto-configuration
& IP-MAC address
resolution

* requires that the nodes
stay on all the time

 Relies on ' A
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" OLowPAN iy
* Networking techniques that allows IPv6 packets to be UDP,TIg/%(TSLeS*‘:)urity )
carried over a Low-Power WPAN (and also i IPv6, RPL ”

other constrained IoT networks) ( 6LOWPAN )

« Can be seen as an adaptation layer (implementing [ [EESEIATSAITE )

[ IEEE 802.15.4 ]

networking functions) that interfaces IPv6 and

. 6LOWPAN IPv6 enabled
link-level Lo-WPAN T

- -~

~77 2001:8765:23:/48  “~_  2001:8765/48
/ \

« Typically deployed in stub-networks with
one or many 6LoOWPAN edge routers

/

that connect to the other IP networks \ s 07 o /
9 / H: Host

\ e
\ I
\ .
\ = /
..6

N S R: Router

N 7

® ® @ INSA de Toulouse » 135, Avenue de Rangueil » 31077 Toulouse \\\same IPv6 net/’/
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= 6LowPAN Network functions ?

 IPv6/UDP Header compression

— If not, with 802.15.4 (with null security) : 127-25-40-8 : 54 bytes left
» Even router-advertisement cannot fit within the available payload

 Fragmentation

— Min link-level MTU requirement of IPv6 : 1280 bytes

« Neighbor Discovery Protocol extension

Introduction to 6LoWPAN T oot !

TOULOUSE
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— To cope with sleepy nodes => registration at the edge router to let a node asking a
neighbor solicitation get an answer

* Allows link-layer routing (mesh-under mode)

— 802.15.4 multi-hop network corresponds to an IP hop

* Allow IP routing over a mesh of 802.15.4 nodes

INSA de Toulouse ¢ 135, Avenue de Rangueil » 31077 Toulouse
Tél. : +33(0)5.61.55.95.13 » Fax : +33(0)5.61.55.95.00 » www.insa-toulouse.fr




Introduction to 6LoWPAN

= 6LOWPAN encapsulation

IPv6 Header

IPv6 payload

6LowPAN Headers

IPv6 header

IEEE 802.15.4 header compression

6LoWPAN layer

IEEE 802.15.4 header

Fragment header

' TOULOUSE
@ INSTITUT NATIONAL
DES SCIENCES APPLIQUEES
DE TOULOUSE

Université
de Toulouse

IPv6 payload

IPv6 header

compression S

802. 154 GLoWPA © )
Header |fieaders \| /8 N\ PRV G| s | ot e
> N T e
o02.15.4] BLOVVFAN (/ g \) Dis;/atch 6LoWPAN additional Inline/uncompressed
Header | Headers X © 7 Type Information (2-3 octets) | IPv6 headers
802.15.4]\6LOWPAN i
Header \Ieaders / \ - /
. 6LoWPAN uses stacked — —
Bit Patte.n | Header Type Description
h ead ers 00 xxxxxx  NALP Not A 6LoWPAN Packet Coexistence with other protocols
01 000001 IPv6 Uncompressed IPv6 addresses
- different types of headers 01010000 LOWPAN BCO  BCO Broadcast header
— IPHC : header compression o011 LOWPAN_IPHC  IPHC Compressed IPv6 header
_ Fragmentation 10 xxxxxx  MESH Mesh routing
— Mesh routing 11 000xxx FRAG1 Fragmentation header (first fragment)
) e
D ® @ @ INSA de Toulouse * 135, Avenue de Rangueil * 3
© ® 00O T6l.: +33(0)5.61.55.95.13 « Fax : +33(0)5.61.55.95 11100xxx  FRAGN

Fragmentation header (subsequent fragment) n
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eader compression intuition !
= |[Pv6 header and next headers may be compressed
= Main logic:
» suppress any redundant information that can be inferred from other layers

* Intuitive example :
— Recall the 802.15.4 frame format :

FCF % Dst16Srcl6
networ% Header network payload

© ® ® @ INSA de Toulouse © 135, Avenue de Rangueil » 31077 Toulouse
© ©® ® 0O Tl : +33(0)5.61.55.95.13 » Fax : +33(0)5.61.55.95.00 » www.insa-toulouse.fr
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eader compression intuition s

could be compressed
IP Header e

Byte

0§ Version

4 Payload Length | C_NextHeader > | Hop Limit |

1 Traffic Class Flow Label

12
16
20

24

26

esurduull AUUINesSs

32
36 Y

Bit01234567890123456789012345678901
|« Nibble —— Byte —#}— Word >

often, kept uncompressed

© ® ® @ INSA de Toulouse * 135, Avenue de Rangueil » 31077 Toulouse
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owPAN Header Compression
= |[PHC Compression [RFC 6282]

e — S —
| Dispatch + LOWPAN IPHC (2-3 octets) | In-line IPv6 Header Fields
S ——— S ———

LoWPAN IPHC header type

0 T 2 3 4 5 6 7 8 9 0 1 2 3 4 5
B R T s T S S s TP S
| o | 1 ||1 || T |NH | HLIM |CID|SAC| sSaM | M |DAC| DaM |
TSpEChT =  TTT TTT T  OWPAN encoding
header

TF = Traffic Class, Flow Label

NH = Next Header Flag

HLIM = Hop Limit

CID = Context Identifier Extension

SAC = Source Address Compression

SAM = Source Address Mode

M = Multicast Compression

DAC = Destination Address Compression

DAM = Destination Address Mode

@ 1u>SA ae 1oulouse ¢ 15D, Avenue ae Kanguell * 31U/ /7 1oulouse
@ Tél. : +33(0)5.61.55.95.13 » Fax : +33(0)5.61.55.95.00 » www.insa-toulouse.fr
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owPAN Header Compression &

I P H ead er (version 6)
Byte

Off
oy g by e s
0] Version Traffic Class Flow Label

Dispatch Type = 011 | Compression bitmap +
o Payioadiengh | NetHeader | Hoplmt _ 6LOWPAN 6LoWPAN additional

QQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQQ »  Compression Information (2-3 octets)

Source Address Bytes

Destination Address

Bit 0 123456789 ,12345% 789 ,1234567289 41

e e - LOWPAN _IPHCHeader bitmap
TF |[NH |HLIM |CID | SAC |SAM |M|DAC |DAM

Context Identifier Extension (CID)
0: Context not used

Version & payload: not sent Multicast Compression (M):

0: destination address is not multicast

Traffic Class, Flow Label (TF): 1: shared context used and 1 byte 1: destination address is multicast

00: everything sent (4 bytes inline IPv6) field context inserted

01: only ECN+flow label sent (3 bytes) - 4 bits: point to source net prefix pestination Address Mode (DAM):

10: only DiffServ DSCP sent (1 byte) - 4 bits: point to dest net prefix  gimjlar to SAM for unicast (M=0)

11: nothing sent Source/Destination Address Compression (SAC/DAC) For multicast (M=1) & DAC=0
Next Header (NH): 0: stateless compression used - 00: full address sent.
0: everything sent 1: context based compression - 01: 48 bits address (fXX::00XXXXXX:XXXX)
1:- NH Compressed & Source Address Mode (SAM) - 10: 32 bits address (ffXXOOXXXXXX)
LOWPAN NHC header added 00: whole source IP address sent - 11: 8 bits address in the form ff02::00XX

- 01: only the 64 bits of the Interface ID are sent Multicast & DAC=1 staefull compression

Hop Limit (HLIM): 10: only the last 16 bits of the interface ID sent - 00: 48 bits multicast address in the form of

00: no compression 11 : interface ID not sent, derived at the receiver fIXX:XXLL: PPPP:PPPP:PPPP:PPPP:XXXX:XXXX
01: compressed,since hop limit=1 for the MAC address (i.e. 0000:00ff: fe00:XXXX) -‘P’s (L") denote the net ' ix length)
10: compressed,since hop limit=64 e de Rangueil » 31077 Toulouse encoded in the

. L. : +33(0)5.61.55.95.00 » www.insa-toulouse.fr - X are
11: compressed,since hop limit=255
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* When Next Header compression is used (NH of the 6LowPAN HC
bitmap = 1)

ow

LOWPAN_IPHC encoding | Inline IPv6 LOWPAN_NHC | In-line Next Header | payload
(Bitmap+other infos) Header fields encoding Fields

_ General : mObIIIty’ rOUtIng’ etC. ..................................................................................

= UDP header compression

inati NHC_ID=11110
UDP Source port Destination port a
Header : .
Length checksum 0 1 2 3 4 5 6 2
Data payload e e T e T e o
1111 ]ofc]| 2 |

S S S S S

« UDP Next Header compression bitmap

— Length removed C = Checksum Compression

P = UDP Port Compression
Checksump compression (C) P

0: checksum sent inline
1: checksum not sent & recomputed on
6LoWPAN termination point.

—  UDP Port compression (P)
00: ports not compressed and sent inline

01: first 8 bits of src port removed & set to 0xf0, dest port sent
: : : 10: first 8 bits of dst port removed & set to 0xf0, src port sent .
11: first 12 bits of src & dest ports removed & set to 0xfOb, remaining bits sent
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eader compression- Example 1 &

TC (DSCP + ECN) Flow Label L NH (8 bits) = ICMPv6

- : eng .
(8\:)lts). \ (20 bits) (16 bits) HE,M/(B bits) Compressed Header
ersion
(4 bits) o 11 1.2 Fall4d .8l &8l 7
S 011 0 | @ | il
Address B [sE shil AN
Destinat. EBHe3iA\ricDA..
Address
» Compressed Header = 2 bytes
» [IPv6 Header fields = 3 bytes
Data
Compression Result:
from 40 Bytes to 5 Bytes
Source : IEEE

© ® ® @ INSA de Toulouse * 135, Avenue de Rangueil » 31077 Toulouse
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o_g0 o
24 INSR

TC (DSCP + ECN) Flow .Label Leng?h NH (8 bits) = TCP
(8 bits) (20 bits) (16 bits)

— HLIM (8 bits) Compressed Header
Version ./
(4 bits) 0 1 2 3 4 5 6 7
ig:rce 011 1 1 Hhi@
r
=3 B [sik| Al pAc| Oal
Destinat.
Address 96 Header fields ...
20 01 06 60 73 01 37 28
02 23 4df £¢ fe a9 £7 ac
2a 00 14 50 40 07 08 03
Data 00 00 00 00 00 00 10 04

Compression Result:
from 40 Bytes to 35 Bytes

Source : IEEE

© ® ® @ INSA de Toulouse * 135, Avenue de Rangueil » 31077 Toulouse
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6Low

* |[Pv6 header compression efficiency ?

ex

With global addresses ?

With link local addresses ?

In route-over mode ?

In route-under mode ?

D ® ® @ INSA de Toulouse » 135, Avenue de Rangueil * 31077 Toulouse
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6LowPAN fragmentation B

i

= Common technique
« 2 6LowPAN headers: FRAG1 and FRAGN

« All fragments of an IP packet carry the same “tag”

« Each fragment specifies tag, size, and position

First fragment

g

Rest of the fragments

o St PR

« Do not have to arrive in order, but if a fragment is missing, the whole IPv6
datagram is lost

« Time limit for entire set of fragments (60s)

© ® ® @ INSA de Toulouse © 135, Avenue de Rangueil » 31077 Toulouse
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fragmentation — takeaways - H
= Relies on the same mechanisms as in IP

* Required to enable Ipv6 on 802.15.4 networks and loT
networks with tiny MTU, but what about its efficiency ?
* In general, poor efficiency in the presence of frame losses
* Route over-mode ?

— Fragmentation & reassembly take place on each wireless hop ! => very high
end-to-end delay

* |n route-under mode ?

— Fragmentation & reassembly take place at network borders, losses are more
likely => exacerbate its inefficiency

= Extensions are proposed by IETF to

» forward fragments up to the destination (route-over mode)

» Retransmit some lost fragments

® ® @ INSA de Toulouse * 135, Avenue de Rangueil * 31077 Toulouse
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owPAN Neighbor Discovery

Host-initiated refresh of Router Advertisement information.

* removes the need for periodic or unsolicited Router Advertisements from routers
to hosts

A new address registration mechanism : host-to-router interface
for Duplicate Address Detection & IP to MAC resolution

* No longer need for multicast Neighbor Solicitations to find hosts

* supports sleeping hosts.
No systematic DAD

« No DAD for EUI-64-based IPv6 addresses
* Optional with DHCPv6

Router advertisements disseminated across multiple hops
(6LowPAN routeurs)

® ® ® INSA de Toulouse » 135, Avenue de Rangueil » 31077 Toulouse (
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* Node registration with neighboring routers for

« Address resolution
» Duplicate Address detection

« Unreachability detection

owPAN Neighbor Discovery

iniversité

= Extensions in router-advertisement to support context

information distribution (used by 6LoWPAN header compression)

* New procedures to

« perform DAD across a

route-over 6LoOWPAN
» to distribute prefixes and

context information across

a route-over network

INSA de Toulouse ¢ 135, Avenue de Rangueil ©
Tél. : +33(0)5.61.55.95.13 » Fax : +33(0)5.61.55.95.00 » www.insa-toulouse.fr
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An introduction to RPL Routing Protocol &
= RPL stands for : IPv6 Routing Protocol for /"\goe(\)/tice
Low-power Lossy Networks defined in "k .;
RFC6550 [} (@) ’,
€ 9g
= |t firstly targets networks where © 00 @ O
multipoint-to-point is the dominant data @ oot
traffic A
¢ &
 Nodes are connected through multi-hop paths to a ” *‘ ““

small set of root devices responsible for data
collection and coordination

but, also, provides routes for Point-to-
multipoint data streams

« Mainly for actuation purposes

and, also, routes for point-to-point traffic

® ® @ INSA de Toulouse * 135, Avenue de Rangueil * 31077 Toulouse
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An introduction to RPL Routing Protocol "~ &

= |t firstly targets networks where multipoint-to-point is the
dominant data traffic

* Nodes are connected through multi-hop paths to a small set of root devices
responsible for data collection and coordination

= For each root, it builds a Destination Oriented Directed Acyclic
Graph (DODAG)

» Directed Acyclic Graph (DAG):
— a directed graph with no cycles
« DODAG :aDAG

oriented toward a single

destination : root node (border router
= A node may participate to multiple RPL instances
A RPL instance may have multiple DODAGs

o & £ach.with a djfferent X0t and built ypon a different objective function
® ® @ Tl : +33(0)5.61.55.95.13 » Fax : +33(0)5.61.55.95.00 » www.insa-toulouse.fr
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For each root, it builds a Destination Oriented Directed Acyclic

Graph (DODAG)

« DODAG formation follows the proactive distance-vector protocols’ logic

— Node shortest distance to the root is called : Node Rank

» Accounts for link costs, nodes attributes/status
» computed by an objective function

— DAG Information Object (DIO) periodically
Multicast by the root to all RPL nodes

— Receiving nodes can
» Join a DODAG
» Compute their Rank
» Select its parent node(s), and selects
its preferred parent

® ® @ INSA de Toulouse » 135, Avenue de Rangueil » 31077 Toulouse
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An introduction to RPL Routing Protocol &
= DODAG Example

« Considered Objective function : minimize the sum of link costs
 Each node has a set of parent nodes

— It has no knowledge about children
— It only needs to maintain its preferred parent

*. Mulliple DQRAGS may.sun.congurrently, each with specific routin imizati
obj&ctivescdelasy or enefgietrinimizations s



= What about downward routes for
Point-to-multipoint traffic ?

« RPL Nodes may implement

— Downward routing tables for their sub-DODAG :
storing mode (vs non-storing mode)

» Use of Destination Advertisement Object
(DOA) messages sent from leaf to roots

» If the parent node is in “storing mode”, an
aggregate route advertised via DOA
upwards

» If not, DOA relayed with the reverse root to
the root

 The root then employs source routing to
reach the leaf node

® ® @ INSA de Toulouse » 135, Avenue de Rangueil » 31077 Toulouse
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An introduction to RPL Routing Protocol &

g mode nodes

@ non-storing mode nodes
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An introduction to RPL Routing Protocol &

= What about Point-to-point routes ?
* Relies on DOA

* Traffic will flow from source towards common ancestor, then down towards the
destination

— Ancestor may be the root or any node that maintains a routing table towards its
descendants

© ® ® @ INSA de Toulouse © 135, Avenue de Rangueil » 31077 Toulouse
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= Data forwarding

root
dewce ‘
root

.‘.0: ¢ &
® 9o 00O ¢ e B0

Xy r
© 00 @ O 0 & Gg0

Multi-point to point

Communications (M2P) point to multi-point

Communications (P2M)
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point to point
Communications (P2P)
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= Distance-vector protocol and source routing forwarding
= Support different types of communication: M2P,P2M,P2P

= For M2P : Routing state is minimized: stateless nodes have to
store only instance(s) configuration parameters and a list of
parent nodes

« Takes into account both link and node properties when choosing paths

» Link failures (route maintenance) are addressed reactively and do not trigger
global network re-optimization

= Effectiveness ?

» Effective for many-to-one traffic patterns in terms of performance/reliability,
mobility support & scalability

= Weakness ?

« For One-to-en, one-to-many traffic in terms of scalability, performance, mobility
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