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EBIOS - Overview

https://www.all4tec.com/blog/guides/ebios-risk-manager/
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Atelier 1 - Cadrage et socle de sécurité

Session split into 3 parts:
1. Determine the objectives, frame, participants, and the scope of the analysis.

2. Determine the company business values.

3. Define dreaded events related to Business values.
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Atelier 1 - Cadrage et socle de sécurité

Business Values
An important component of an organization’s mission. It can be a service, a support function, a step in a
project and any associated information or know-how.
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Atelier 2 - Sources de risque

Objective: Identify the potential risk associated to the company activity. First mist actors that may have some
interest to attack your your system. It can be competitors, associations, organizations. Then, per actor,
identify:

Their objective

Cotation of the risk regarding their motivation, resources and activity.

Evaluate the relevance of the risk

After that, you have to make a choice if you consider the risk or not.

Vincent Migliore EBIOS RM



Atelier 3 - Scénarios stratégiques

Objective: Draw a map to identify interaction between the legitimate actors involved in the company activity
and the attacker (don’t forget subcontracting).
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Atelier 4 - Scénarios opérationnels

Objective: Details practical implementation of an attack identified during Atelier 3.
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Atelier 5 - Traitement du risque

Objective: Elaborate some strategies to mitigate the risk, with an associated delay.
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